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WIiFi network connection setting on Windows XP and
Windows 7
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Windows XP

Configure a secure WPA2 network connection

1.) The wireless network icon can be found on the system tray. A red cross marks if no currently
not connected (there is not any active connction). Click this icon to open the “Wireless

Network Connection” window.

2.) Choose the “Change advanced settings” option.

(3" Wireless Network Connection

Nk Tl Choose a wireless network

g Refresh network list Click an item in the list below to connect ko a wireless network in range or ko get more
information.
< Set up a wireless network («Q)) Koko2 )
for a home or small office i _
5 Security-enabled wireless network (WPAZ) Iﬂ[][]l]
Btk Tt (« i)) S2TE_ESZK_HD-WiFi A
\l) Learn about wireless iy Security-enabled wireless network (WPAZ) nl[lﬂ“
networking ((@y) HP-INSTALL
h¢ Change the order of i 4 ' &
preferred networks ‘i Security-enabled wireless network (WPaZ2) II.I
@9 Change advanced ({*))] DEXW/AREE 4
settings 7 ”
5 Security-enabled wireless network (WPAZ) ull]ﬂ
( ( i)) szte-wifi
*f Security-enabled wireless network (WPAZ) I'.l”
( ( i)) szte-wifi-c
‘s) Security-enabled wireless network (WPAZ) Illl“ v

Connect
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3.) Select the “Wireless Networks” tab on the opening window and click “Add...” button.

- Wireless Network Connection Properties @

General | Wireless Netwarks ir.é.dvanced

Use Windows to configure my wireless network settings

Awallable networks:

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

[ View Wireless Networks ]

Preferred networks:
Automatically connect to available networks in the order listed

below:

Aove up

Move j:)\-'ﬁ n

Learn about setting up wireless network

configuration.

[ 0K ][ Cancel ]

4.) The “Wireless network properties” window pops up. On the “Association” tab you have to
set several parameters. The “Network name (SSID)” must be set to: szte-wifi
The “Connect even if this network is not broadcasting” option should NOT be checked.
Choose “WPA2” option for “Network Authentication” and “AES” for “Data encryption”.
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Wireless network properties @

Association | Authentication | Connection

Network name (SSID): [ szte-wifi }

[] Connect even if this network is not broadcasting

Wireless network key

This network requires a key for the following:

Network Authentication: -.f Pa2 v ‘

Data encryption: ’ AES v ‘

 [advanced) 1 =
" v

The key is provided for me automatically

[] This is a computer-to-computer (ad hoc) network; wireless
access points are not used

[ OK ][ Cancel ]

5.) Continue the configuration on the “Authentication” tab.
Choose “Protected EAP (PEAP)”option for “EAP type”. The other options must be unchecked.
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Wireless network properties @

Association | Authentication [ Connection |

EAP type: | Protected EAP (PEAF) 5]

[[JiAuthenticate as computer when computer information is available

[[] Authenticate as guest when user or computer information is
unavailable

[ 0K ] [ Cancel

Then click the “Properties” button.

6.) A window called “Protected EAP Properties” appears. The “Validate server certificate”, the
“Do not prompt user to authorize new servers or trusted certification authorities” options
should be unchecked, and the “Enable Fast Reconnect” should be checked. Choose “Secure
password (EAP-MSCHAP v2)” option for “Select Authentication Method”.
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Protected EAP Properties @

When connecting:

[(ivalidate server certificate:

[Jca1

D Certiposte Classe & Personne

[] certiposte Serveur

[] certisign - Autoridade Certificadora - ACZ
[] certisign - Autoridade Certificadora - AC4
[] certisign Autoridade Certificadora AC1S
[] Certisign Autoridade Certificadora AC35
< |

I

£

* t0 gubnorize new servers or trusted

Select Authentication Method:

Secured password (EAP-MSCHAP v2) v i

Enable Fast Reconnect
[]Enable Quarantine checks
[Ipisconnect if server does not present cryptobinding TLY

[ OK ][ Cancel ]

Then click “Configure...” button.

7.) Uncheck the option “Automatically use my Windows logon name and password (and domain
if any)” . Then click “OK” button.

EAP MSCHAPV2 Properties X

When connecting:

0] Automatically use my Windows logon name and
password [and domain if any].

[ 0K ] [ Cancel ]

It brings you back to the window titled “Protected EAP Properties”. Press the “OK” button
there.

8.) On the “Connection” tab you can set the “Connect when this network is in range” option due
to your preference.



WLAN configuration guide

szte-wifi properties

:-.ﬁ.ssuciatiun.i! Authentication | Connection

Autamatic connection

YWhenever this network iz detected, ‘Windows can connect
ba it autamatically.

[#]Lannect when this netwark, is in range

[ ak. ] [ Cancel

Then press button ,,0K”".
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9.) If “Automatic connection” was not checked then you have to select the “szte-wifi” network
from the list and press the “Connect” button.

Network Tasks

g Refresh network list

< Set up a wireless network
for a home or small office

Related Tasks

i) Learn about wireless
networking

Change the order of
preferred networks

v Change advanced
settings

3" Wireless Network Connection

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get more

information.

((e))

(<i>)
(<i>)
(<i>)

@

szte-wifi

mork (WPA2Z)

To connect to th , click Connect, You might need to enter
additional information.

HP-INSTALL

‘;) Security-enabled wireless network (WPAZ)
SZTE_ESZK_HD-WiFi

" Security-enabled wireless network (WPAZ)
Koko2

“f Security-enabled wireless network (WPAZ)
NEXWAREB34

{111

aatll
aalll

audll

n_ )
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Windows 7

Configure a secure WPA2 network connection
1.) Inthe bottom right corner of the desktop click with the left mouse button on the ,,Network
connections”.

10:03
2013.07.15.

2.) In the next window choose ,,szte-wifi” connection and press ,,Connect” button.

I")) '%’;]

Currently connected to:

Sy Halozat
Py Internet access

Dial-up and VPN

T-Mobile HU g

Vezeték nélkdli halézati kapcsolat ~

1!‘!!7

szte-wifi ‘\“'ﬁ

[¥] Connect automatically ‘

1!11’
15!]1

o

Open Network and Sharing Center
_——  ————————
3.) “Windows Security” window appears. Type the given user name and password and press
“OK” button..

7 ..ll'.llll. , - 7 Y
Windows Security @

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not legged on (for example, to download updates).

"‘ |"| et oo |
| | lPas:-word |

[ OK ] [ Cancel

4.) “Windows Security Alert” window appears. Press “Connect” button.
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dows Security Alert

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server,

¥ Details | Teminate | | Connect

5.) After the connection has been estabilished, the ,,Network connections” window should look
like this:

>

rCurrently connected to: s =
S=3 Hailozat

T Internet access
=%
T

szte-wifi
No Internet access

m

Dial-up and VPN A
T-Mobile HU S
Vezetek nélkdli halozati kapcsolat o
szte-wifi Connected g
M
i
|
&

Open Network and Sharing Center




